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Abstract
Collaboration ecosystems present a crucial opportunity for

novel applications in industrial, enterprise and consumer

contexts by enabling organizations to share various datasets,

models and software. This sharing, however, creates poten-

tial security problems (e.g., tampered datasets, poisoned

models, software supply chain attacks). Efforts like Soft-

ware/Machine Learning Bill of Materials (SBOMs, MLBOMs)

and open-sourcing focus on ownership and accountability by

making the assets and their dependencies more transparent.

Unfortunately, the inherent conflict between transparency

and confidentiality limits the extent of collaborations. Com-

pliance to regulations further complicates these efforts.

In this paper, we advocate that Trusted Execution Envi-

ronments (TEEs) can help address these issues. We present a

general system, CACTEE, that creates third-party verifiable

certificates of various properties for a variety of confidential

assets. Besides the reproducible and persistent properties

of the assets, CACTEE also supports ephemeral, unrepro-

ducible properties of the computation (e.g., location, energy

usage), which can help with compliance-related issues.

CCS Concepts: • Security and privacy→ Trusted com-
puting; Distributed systems security.

Keywords: TEE, Confidential Asset, Certification, Proof of
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1 Introduction
Collaboration ecosystems present a crucial opportunity for

novel solutions and applications in industrial, enterprise and

consumer contexts [8, 24, 45, 63, 104]. These ecosystems
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allow entities to share with partners various assets, enabling

them to enhance their existing products or develop new ones.

Examples of such assets include datasets, machine learning

(ML) models and software.

This setup, however, creates potential problems regarding

security. Software supply chain attacks [21] are a common oc-

curence [60, 67, 109]. ML solutions increasingly becomemore

prevalent in many applications and critical infrastructure

[34, 77], creating additional attack surfaces, such as poisoned

datasets or backdoored models [15, 38]. These security prob-

lems negatively affect the collaboration opportunities. Such

issues, rooted in the lack of trust among these entities, are

usually addressed through contractual agreements among

partners and audits by trusted third parties. These solutions,

however, are usually manual, error-prone and costly.

To address these problems and to improve automation and

security, some efforts focus on accountability by creating

a provenance trail of assets with increased transparency.

Software Bill of Materials (SBOMs), introduced in 2021 [17,

117], specifically focuses on open-source software. Recent

efforts extend the same idea to datasets and ML models with

ML Bill of Materials (MLBOMs) [22, 25, 26]. For transparency,

these assets declare their usage of open-source software

packages with their versions, licenses and vulnerabilities as

well as a description of build processes. The assets are then

supplied by well-known owners with their digital signatures.

While these efforts help with security and automation,

transparency requirements conflict with a crucial property:

confidentiality of the assets. Such assets require time, money

and resources to create: datasets need to be cleaned and

curated, models need to be designed and trained, software

needs to be developed and maintained. Consequently, organi-

zations owning such assets may want to monetize them, but

making them public for transparency directly conflicts with

this goal. Furthermore, in heavily-regulated industries like

healthcare and finance, complying with various privacy laws,

like GDPR [9] and EU AI Act [33], makes such transparency

efforts more complicated, if not infeasible.

In addition, recipients of an asset may be interested in its

properties before it is available to them, to see if it satisfies

their use case requirements [2]. Although many properties

are persistent and easily reproducible, some important prop-

erties may not necessarily belong to the asset but to the

computation that produced the asset. Such properties are
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ephemeral, existing only during the computation. For ex-

ample, certain privacy regulations (e.g., GDPR [9], EU AI

Act [33]) dictate where data must be processed; thus, it is

important to determine and record the location while the

computation is running. Likewise, the energy usage of a com-

putation (e.g., model training) must be captured at run time.

A provenance trail of an asset (i.e., SBOM) is useful for ac-

countability, but cannot pro-actively prevent a requirement

being violated (e.g., compliance to regulations).

In this paper, we advocate that Trusted Execution Envi-

ronments (TEEs) enable an ideal solution to the challenges of

confidentiality and ephemerality. Because of their integrity

protections, TEEs allow potential users of the assets to have

more confidence in the advertised properties. We present

CACTEE that enables automated generation of asset certifi-
cates for a variety of confidential assets, including datasets,
ML models and software. Any third party (e.g., potential

buyers, regulatory auditors) can verify these certificates,

even after the computation has finished. The certificates

not only record persistent properties of the assets but also

the ephemeral properties of the computations. Using confi-

dential GPUs (e.g., NVIDIA H100 [81]), CACTEE can also

support large-scale assets and computations, and is available

as open-source [12].

In the next section, we describe several motivational use

cases, and how CACTEE helps alleviate their challenges.

We describe persistent and ephemeral properties in §3, with

two important examples of jurisdiction and energy usage.

§4 presents our assumptions, threat model and goals. We

present the design of CACTEE in §5, followed by our imple-

mentation and evaluation in §6 showcasing various certifica-

tion examples, involving datasets, ML models and software.

We present related work in §7, and conclude with discussion

and future work in §8.

2 Motivational Use Cases
Here, we present a few motivational use cases, which re-

volve around protecting confidential assets while increasing

trustworthiness and addressing compliance-related issues.

Marketplaces. Marketplaces for exchanging datasets, mod-

els and software [8, 24, 45, 63, 104] provide organizations

with a great opportunity to obtain crucial pieces for their

applications. Using such an asset in critical infrastructure

[34, 77] requires trustworthiness in the asset’s properties

(e.g., anonymized for GDPR [9]) and its provider (e.g., rep-

utable provider). However, providers may not always want

to open-source their confidential assets for transparency

[45, 63] or expose them to marketplace experts for vetting

[24, 104]. Verifiable asset certificates address both problems

at once: Potential users can check if a given asset satisfies de-

sired properties with increased confidence, while providers

can advertise their assets without losing confidentiality.

Collaborative ML. In many industries, some organizations

hold useful training data (e.g., banks, hospitals, operators)

and others critical expertise to develop models (e.g., Fin-

Tech, pharma, equipment manufacturers). The sensitivity of

these assets require these organizations to take confidential-

ity seriously, at the expense of collaboration. While TEEs

help facilitate collaborations with increasing confidential-

ity [16, 78, 79, 87, 120], utility and security problems arise:

dataset owners need confidence that others are providing

their fair share; model owners need confidence the datasets

are useful and compliant to regulations [9, 33]. Verifiable

asset certificates reduce time and effort in creating collabo-

rations by allowing checks of such requirements beforehand.
Software Supply Chain. Although open-source constitutes

a big chunk of today’s software, in many cases software

is still distributed in binary format without its source (e.g.,

office applications, tax software). In addition, much of the

software used today has many dependencies, making it a

complex process to deal with vulnerabilities [21, 60, 67, 109].

To alleviate some of these problems, SBOMs [17, 117] and

MLBOMs [22, 25, 26] focus on the provenance and trans-

parency of the software [50, 102, 112] by utilizing owner

signatures and secure hashes of the software, so that users

can verify its authenticity [17, 26, 101]. Although these ef-

forts help with post-mortem analyses by determining and

holding the responsible entities accountable, they do not pro-

actively prevent potential issues. Verifiable asset certificates

enhance and complement this provenance information by

embedding information about the build processes of con-

fidential software, allowing organizations to make better

due-diligence decisions on which software they should use,

integrate and depend on [85], even with confidential assets.

Golden Values.When a service offers its users confidential-

ity and privacy using TEEs, it is crucial that the users can

access the source, reproduce the software and compute its

cryptographic hash [28, 110]. However, this is not always

possible due to the confidentiality of the backend service (e.g.,

Apple’s Private Compute Cloud [5]). As a result, users have to

trust the provider when publishing the service’s golden value
[5]. Golden values published with verifiable asset certificates,

referring to a well-known build process, would give more

confidence to users about the backend service’s integrity and

correctness without exposing its confidential source.

Infeasible Reproducibility. Like distributing software bi-

naries or golden values, statements about an asset may not be

easily reproducible, even if the asset is public: the reproduc-

tion may simply require too many computational resources

or too much time [10, 46, 84]. For example, just confirming

that amodel was trainedwith particular datasets may require

extensive amounts of training. Verifiable asset certificates

about these computations can help increase confidence in

the resulting assets (e.g., model, binary) without having to

replicate resource- and time-intensive computations.
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Compliance to Regulations.Many legal frameworks, laws

and regulations (e.g., GDPR and AI Act in EU [9, 33], CCPA,

HIPAA and others in US [13, 42, 69, 80]), define various re-

quirements for organizations handling sensitive data. Other

regulations for cybersecurity (e.g., SBOM [17], Cyber Re-

silience Act [30]) require certain actions when developing,

maintaining and selling software (e.g., due diligence on inte-

grated components, vulnerability scans [85]). Showing appli-

cable regulations have been followed is critical to avoid hefty

penalties and gain customer trust. Current auditing practices,

whereby human experts from trusted third parties access con-

fidential assets and understand their processing [114, 115],

are time-consuming, costly and error-prone. Verifiable as-

set certificates enable organizations to show regulators that

necessary steps were taken for compliance via technical and

cryptographic means, without exposing their confidential

assets to human auditors. They also enable auditing to be

automated and scalable, making it fast and cheap.

3 Persistent and Ephemeral Properties
Different use cases, contexts and regulatory frameworks may

have various requirements for an asset. Persistent properties
of an asset do not change and can be reproduced after it is

obtained (e.g., statistics of a purchased dataset). In contrast,

ephemeral properties exist during a computation, meaning

they cannot be reproduced even if the asset is later available

and unchanged. In other words, the property belongs not to

the asset but to the computation. These properties usually

accompany the computation of a persistent property, and can

be computed with the same code, regardless of use case. As

such, they can help with various compliance-related topics

if recorded during the computation and can be verified even

after the computation is finished. Below, we describe two

important examples.

Jurisdiction of Computation via Geolocation. Besides
defining requirements on why data is collected, processed,

stored and used, regulations like GDPR [9] and EU AI Act

[33] also describe restrictions on where data is being pro-

cessed. CCPA [13], HIPAA [42] and others [69, 80] define

various conditions to be satisfied (e.g., secure storage, en-

cryption), forcing organizations to structure their resources

according to applicable laws. Being able to show regulations

were followed becomes critical, requiring to determinewhere
data was processed, so that its jurisdiction and thus applica-

ble laws and regulations can be ascertained and enforced. As

such, it becomes crucial to capture and record this ephemeral

information during the computation in a verifiable manner.

Energy Usage. Many studies show how AI/ML is driving

the demand in energy, not just for training newmodels using

GPUs [89, 90, 107] but also for serving them with support in-

frastructure (e.g., storage, cooling) [83]. The ongoing debate

about AI’s impact on sustainability leads to initiatives and

regulations for activities of corporations [31–33, 43, 116],

producing a need for organizations to show their impact

when handling confidential assets (e.g., models). As such, en-

ergy usage, ephemerally available only during a computation,

needs to be captured and recorded in a verifiable manner.

4 Goals, Actors, & Assumptions
4.1 Goals
Our main goal is to enable automated generation of verifi-

able certificates about persistent and ephemeral properties

for a variety of confidential assets. The discussed target use

cases in §2 involve other parties (e.g., buyers, auditors); thus,

the generated certificates should be third-party verifiable. To
support large-scale assets (e.g., datasets, models) and long

computations (e.g., model training, software compilation),

the system should exploit accelarators like GPUs for scala-
bility.

4.2 Actors
The service provider is responsible for deploying and ex-

posing the service that creates verifiable asset certificates in

automated and scalable fashion. An asset owner directly
interacts with the service to obtain a third-party verifiable

certificate for a given asset about its properties. Asset owners

can be organizations monetizing their assets, participating in

collaborations or creating confidential services for their users.

The asset certificates enable them to gain customer trust and

demonstrate compliance. An asset user is interested in the

properties of an asset. Asset users can be potential buyers in

a marketplace, organizations determining to collaborate with

others, or auditors. They receive and verify the certificates

to check if the properties satisfy their use case requirements

or conditions for compliance to regulations.

4.3 Assumptions & Threat Model
We assume that the TEE guarantees are intact. TEE manu-

facturers like Intel take a vigilant approach regarding vul-

nerabilities and their patches [53]. Nonetheless, we leave

physical, side-channel, and other attacks on TEEs outside

our scope. Without such attacks, any collusion between as-

set owners and the service provider becomes moot, and we

assume there is no such collusion. Similarly, we assume that

the TEE platform software is up-to-date; cloud providers in-

vest significantly into confidential computing, in some cases

running their own cloud services using TEEs [52].

Although the assets may be confidential, the code oper-

ating on the assets, the Property Computation Code (PCC)

and service code, are publicly available (e.g., open-source).

Similarly, any libraries used in the PCC and service code

are assumed to be available (e.g., Ubuntu OS, packages). If a

package’s source is not available, we assume that it is signed

by its owner and trusted (e.g., NVIDIA H100 drivers).

We assume the PCC is a self-contained archive (e.g., tar
with files owned by root) that can be built into a container
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CACTEE Controller (SGX)

Confidential VM &
Property Computation Service

CACTEE 
Provider

4. Provision and attest CVM
5. Obtain geolocation information
6. Deploy service

1. Deploy and attest 
CACTEE controller

CACTEE

2. Deploy Property 
Computation Service 
via controller

3. Record hashes of service code 
and dependencies

Figure 1. CACTEE deployment by provider.

image (i.e., has a Dockerfile). Such an archive’s secure hash
can be computed deterministically (unlike Docker image

layers). It is also much smaller than the actual container

image.

5 CACTEE Design
We first give an overview of our building blocks and their

composition in CACTEE, followed by the workflows to de-

ploy the service, use it to generate certificates and then verify

them. We also describe how CACTEE captures two impor-

tant ephemeral properties of geolocation and energy usage.

5.1 Building Blocks
CACTEE uses TEEs, such as Intel SGX [55], Intel TDX [57],

AMDSEV-SNP [4] andNVIDIAH100 [81]. These TEEs can be

on-premise with standard remote attestation procedures [51,

54, 61] or provided by cloud providers (e.g., Azure, Google,

AWS) with their own attestation services [3, 40, 72].

Enclaves + CVMs. duet [1, 108] employs an application

enclave (e.g., Intel SGX) as a trustworthy controller (via

its quote [54]). The controller acts as an orchestrator for

confidentiality-offering services deployed on CVMs, and en-

ables their runtime customization with a log of administra-

tive actions (e.g., installing packages, configuring services) to

complement the initial CVM attestation reports not reflecting

such information [61]. In duet, CVMs are only administered

by the controller, preventing ‘rogue owner’ attacks.

Enclave-signed output. TEEs usually target two-entity sce-
narios, where a relying party verifies an attested TEE service.

To provide third-party verifiability, we adopt the approach

proposed by PraaS [2, 93], which generates a public/private

keypair at the initialization of an application enclave and

embeds the public key as part of its attestation quote. At the

end of a computation, the corresponding private key is used

to sign the output, which can be verified by any user with

the attestation quote, even after the enclave is destroyed.

5.2 Overview
Although duet’s approach fits our scenario, its generic logic

supporting multiple services simultaneously and its use of ac-

tion logs for establishing trust in CVM runtime state creates

complexity and scalability challenges in certificate genera-

tion and verification workflows. By combining the enclave-

signed outputwith a customized controller enclave,CACTEE
generalizes asset certificate generation for a variety of confi-

dential assets (e.g., datasets, models, software) and a variety

of computations (e.g., model training, software compilation).

In CACTEE, the controller serves a single service for confi-
dential asset certification. Instead of keeping runtime action

logs for CVMs, theCACTEE controller exposes these actions

as part of its source code, so that the secure measurement

reflects them in the attestation quote [54]. These changes

make generation and verification of asset certificates easier

and more scalable.

CACTEE supports capturing and recording ephemeral

properties of the computations like geolocation and energy

usage. Ephemeral properties indicate that a particular compu-

tation has been performed with the asset and are computed

by CACTEE directly. In contrast, persistent properties of

an asset are computed by the potentially custom Property

Computation Code (PCC) used in the certification.

Note that the accurate computation of ephemeral prop-

erties is orthogonal to our design; their logic can be sepa-

rately designed, implemented, evaluated, and integrated into

CACTEE as modules. While developing such modules is

important, it is outside this paper’s scope and future work.

We demonstrate CACTEE’s capability to capture such prop-

erties with proof-of-concept approaches.

Rationale.We could use reproducible builds [95] that embed

the service logic within a tamper-proof CVM image [37, 118]

or Intel TDX’s Runtime Measurement Register for CVM

runtime state [65, 91, 119]. These approaches require a new

check and distribution of trustworthy measurement values

when service code changes. In contrast, a duet-like approach

allows extending the service code in the CVMwith additional

tools (e.g., energy usage) without changing the controller,

reusing the checks about its correctness.

5.3 CACTEE Service Deployment
The provider first deploys the CACTEE controller as an

SGX application and performs remote attestation with it

[54] via an attestation service (e.g., Microsoft Azure Attesta-

tion [74, 75], Intel Attestation Service [56]) (Step 1 in Figure

1). The provider also checks for the expected measurement

value (MRENCLAVE) in the quote. Afterwards, the provider de-

ploys the property computation service by uploading its code

and dependencies to the controller (Step 2), which records

their secure hashes as part of its servicemetadata (Step 3). The
service dependencies here refer to a script of various package

installations and configurations performed on the CVM at

runtime. The controller then provisions one (or more) CVMs

with a well-known VM image (e.g., Ubuntu 22.04) and per-

forms remote attestation to ensure their correctness [61, 74]

(Step 4) as well as captures and records their geolocation

(Step 5). Finally, the controller installs the dependencies on
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5. Create certificate with service 
metadata and service result

6. Receive third-party 
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Figure 2. Asset owner workflow for certification.

the CVMs, sets up the TLS certificate for the service and

starts it (Step 6). This controller-created certificate enables

secure communication between the controller and the ser-

vice in the CVM. Note that the controller is the only entity,

itself protected by a TEE, that has administrative access to the

CVM [1], which can be verified because the controller’s code

is open-source, including CVM provisioning, access control

setup and certificate creation. In CACTEE, the provider can
only start/stop CVMs and deploy the service, which is more

restrictive than the original duet controller [1].

5.4 Asset Certificate Generation
After CACTEE is deployed, asset owners use its API to trig-

ger certification for their confidential assets. An asset owner

first performs remote attestation [54] with the controller

(Step 1 in Figure 2). The controller also returns the deployed

service’s metadata, including its location (§5.7.1) and secure

hashes of the service code and its dependencies, which are

compared with the expected values (e.g., open-source, repro-

ducible). After establishing trust, the asset owner uploads the

confidential (or public) assets and public PCC over a secure

connection, and triggers the certification (Step 2).

The controller proxies all uploaded inputs (i.e., assets,

PCC) to a chosen CVM, where a service instance is running

and starts computation (Step 3). The service computes the

secure hashes of the inputs and PCC archive, and builds the

container image using the PCC. Any dependencies, reflected

in the PCC’s inspectable Dockerfile, are downloaded dur-

ing the build over secure connections.

The service then runs the container image without net-

work access with two mapped volumes: one with read-only

access to inputs (/tmp/inputs), and one with read-write

access for outputs (/tmp/outputs). Any property to be certi-
fied is written by the PCC to the outputs volume. After PCC’s

finish, the service gets the output files, computes their se-

cure hashes and returns the service result (i.e., secure hashes,
energy usage, input certificates) to the controller (Step 4),

which creates the verifiable asset certificate (Step 5).

5.5 Certificate Content
A certificate has enough information to establish the chain
of trust for the asset properties (Figure 3). The chain starts

Output
• Service metadata (recorded by controller)

o Service code hash
o Service dependencies hash
o Service geolocation

• Service result (returned by service in the CVM)
o Hashes of PCC, inputs and outputs
o Energy usage
o Optional: Input certificates, timestamp/nonce

Controller Attestation Quote

Controller Ephemeral Public Key

Signature on Output

embeds

verifies

covers

Figure 3. Third-party verifiable asset certificate.

with the controller’s SGX quote. The quote includes the con-

troller’s reproducible securemeasurement value (MRENCLAVE)
and the secure hash of its ephemeral public key generated

at its start (REPORTDATA) [2]. The corresponding private key

is used to produce a signature inside the controller enclave.

This signature covers both the service metadata and ser-
vice result. The service metadata contains the geolocation

information (§5.7.1) and the secure hashes of the service

code and its dependencies. The service result includes the

secure hashes of PCC inputs, PCC outputs and the PCC as

well as energy usage (§5.7.2). It also optionally contains any

certificates of the inputs (e.g., dataset certificates for model

training) and a timestamp/nonce (e.g., for on-demand certifi-

cation scenarios).

5.6 Asset Certificate Verification
The asset certificate can be verified by any user (e.g., po-

tential buyer, auditor). After obtaining the certificate from

the asset owner (e.g., via marketplaces, website), the asset

user first checks the TEE quote’s validity via an attestation

service (e.g., Microsoft Azure Attestation [74, 75], Intel At-

testation Service [56]) and the secure measurement value

(MRENCLAVE). Then, the controller public key is extracted

and used to verify its signature on the output. Afterwards,

the asset user compares the service metadata (i.e., location,

hashes of the service code and dependencies) and PCC out-

put hashes with their expected values. If verified, the asset

user has confidence that the properties in the PCC outputs

were computed in a TEE. Finally, the user checks if those

properties satisfy use case or regulatory requirements.

5.7 Capturing Ephemeral Properties
Here, we present how CACTEE captures two important

ephemeral properties with our proof-of-concept approaches.

5.7.1 Geolocation for Jurisdiction. Physically locating

a machine on the internet is an old problem. Most related

work relies on latency measurements to well-known land-

marks and multilateration [29, 39, 48, 59, 121]. IP geolocation

databases like MaxMind [70] provide geolocation even at

street-level, but may not work with virtual machines due

to internal networks of cloud providers. For our proof-of-

concept, we employ multiple techniques together, matching

results indicating a higher confidence in the geolocation.

Our insight is that country-level geolocation estimations are
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Algorithm 1 Geolocation via latency measurements.

1: procedureMeasureGeolocation()

2: measurements← ∅
3: anchors← collectAnchorsInfoCities()

4: loop for each city ∈ anchors
5: repAnchor← getRandomAnchor(area)

6: RTTs← measureRTTs(repAnchor)

7: measurements[repAnchor]← min(RTTs)

8: closestAnchors← getClosest(measurements, n)

9: return closestAnchors

enough for jurisdiction. In addition, different use cases may

require different trust levels: in some scenarios, the cloud

provider’s declaration of location may be acceptable.

As such, CACTEE records: (i) the CVM region set in

CACTEE deployment, (ii) the cloud provider metadata of

the provisioned CVM, (iii) multiple IP geolocation database

lookups for the CVM’s IP address, and (iv) the latency mea-

surements from inside the CVM to RIPE ATLAS anchors [97].

These latency measurements can then be utilized to estimate

the geolocation of the service.

Algorithm 1 shows our high-level geolocation procedure.

We first collect information about RIPE ATLAS anchors [96]

and group them into cities (Line 3). For each city, we pick

a random anchor as the representative, measure multiple

round-trip times (RTT) to it and store the minimum RTT

(Lines 4-7), in which we observe that delays may change due

to congestion, but physical distances do not. In other words,

we optimistically assume there is no congestion during our

measurements. Afterwards, we pick n (e.g., 20) smallest RTT

values of all representative anchors (Line 8) and return them

with their locations to be recorded by the controller (Line 9).

For an estimate, the anchor locations can be used to compute

a weighted average of (lat, long) coordinates or probabili-
ties for countries (e.g., more weights for smaller RTTs).

Potential Limitations: If no anchors are in the same coun-

try or the CVM is located in a border area, the country es-

timation may fail. A malicious cloud provider can redirect

CVM traffic through proxies, inevitably increasing the RTTs.

These RTTs can be compared with reference values from the

(faked) location to known locations. Faked RTT responses

can be prevented with TLS-based RTT requests [111]. As fu-

ture work, we plan to compare our measurement values with

reference measurements between two well-known locations.

which can also be performed at the verifying party.

5.7.2 Energy Usage. With increasing awareness of the

energy demand of ML workloads [58, 64, 83, 107], recent

projects attempt to measure and quantify their energy usage

and carbon emissions [14, 19, 35, 36, 92]. Some efforts usually

require access to hardware sensors like Intel RAPL [35, 92],

whichmay not be possible in the cloud. As a proof-of-concept

in CACTEE, we utilize CodeCarbon [19] because it works

in cloud environments by estimating the power usage of

CPUs and GPUs with available vendor tools (e.g., NVIDIA,

Intel, Apple) and known hardware specifications (e.g., Ther-

mal Design Power) [20]. For each certification related API

call, we initialize CodeCarbon and accumulate its output.

These calls include uploading assets and code, downloading

URL-referred assets, building the PCC container image and

running it.

Potential Limitations: The lack of direct hardware sensor

access in a VM causes our information to be an estimate. Note

that estimating the energy usage outside CACTEE would

require additional trust assumptions on the host, where the

CVM and the property computation service is running.

6 Implementation & Evaluation
6.1 Implementation
We developed CACTEE controller based on duet [108] and

modified it for our goals (e.g., single service, geolocation).

Our modified CACTEE controller consists of about 2.5K

lines of documented Python code, and is containerized us-

ing Gramine libOS [41, 113]. We implemented the property

computation service, energy usage estimation and a utility

tool for easy access to HuggingFace repos [45] in about 1K

lines of documented Python code. We also developed a client

SDK to interact with CACTEE and verify certificates, again

in about 1K lines of documented Python code. In addition,

we developed a local testing tool that utilizes the same ap-

plication logic as the property computation service to ease

development and debugging of Property Computation Code

(PCC). Using it, we developed several PCC examples, some

of which are generic and can be applied to multiple assets

(e.g., extract statistical properties), whereas others are cus-

tomized (e.g., specific benchmarks for an ML model). Our

implementation and certification examples are available as

open-source [12].

6.2 Deployment Setup
We deployed CACTEE on Azure Cloud with an Intel SGX

capable machine for the controller (i.e., DCsv3 with 2 vC-

PUs and 16GB RAM) and an AMD SEV-SNP machine with

NVIDIA H100 (i.e., NCC40ads_H100_v5 with 40 vCPUs and

320GB RAM). We utilize Microsoft Azure Attestation for

remote attestation for both the controller and the CVM (via

the controller) along Azure’s guidelines [75].

6.3 Certification Examples
Without loss of generality, we use open-source assets for

ease of availability; we do not assume an asset is public. Be-

cause PCCs are customizable, CACTEE can create verifiable

certificates for a variety of assets, including different types

of datasets (e.g., image, audio, text, code), ML models and

software, with the same underlying service (Table 1). The

certificate size depends on the number of input and output

files of the PCC. It contains the secure hashes of each file, so
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Table 1. Asset certification examples. All sizes include only inputs (i.e., no dependencies). ML model sizes include also datasets.

Certification time and energy usage are approximate.

Asset Asset PCC Asset Certificate Certification Certification
Type Name Description Size (MB) Size (KB) Time (h:m:s) Energy Usage (Wh)

Dataset (image) ILSVRC/imagenet-1k [49] validation set Compute image metadata 6451 14 00:08:30 9.5

Dataset (image) COCO [18] 2017 validation set Count images with various 778 14 00:07:24 8.3

objects using YOLOv3 [62, 94]

Dataset (audio) AquaV/fallout-4-voices [6] Extract audio metadata 268 130 00:40:59 15.7

Dataset (text) Open-Orca/OpenOrca [84] Count unique system prompts 3164 14 00:02:40 2.6

Dataset (text) open-thoughts/OpenThoughts-114k [86] Extract column summaries 3635 17 00:02:41 1.7

Dataset (code) bigcode/the-stack-dedup [10] Count licenses and comment 6207 19 02:58:38 197.8

languages in Rust & Swift code

ML Model HuggingFaceTB/SmolLM-135M [46] Compute GPQA [47] benchmark 2168 25 01:05:19 119.0

ML Model sentence-transformers/all-MiniLM-L6-v2 [99] Compute several benchmarks 1224 178K 00:27:25 35.9

ML Model sgugger/glue-mrpc [100] Compute loss, accuracy, F1 score 434 24 00:11:00 12.4

Software RT_PREEMPT kernel for Rasp. Pi [98] Build RT kernel deb packages 236 14 00:59:01 67.6

Software Bootstrap 5.3.8 [11] Minimize & package Bootstrap 8.1 20 00:02:32 2.6

Software NVIDIA CUDA 13.1.1 container image [82] Generate SBOM, check 3788 15 00:07:40 8.5

nvidia/cuda:13.1.1-cudnn-devel-ubuntu24.04 vulnerabilities and licenses

a recipient can check if the acquired assets match the certifi-

cate that was shown. In addition, CACTEE takes advantage

of the H100 GPU [81] for different types of computations

(e.g., benchmarking, compilation) and for large-scale assets

(e.g., datasets, ML models). Even with open-source assets,

reproducing the claimed properties would require signifi-

cant amount of resources, time and energy, highlighting the

benefits of verifiable asset certificates.

7 Related Work
Transparency. With increasing interest in SBOMs and ML-

BOMs [25, 26], there are more tools [22, 23, 76, 101, 105] and

end-to-end security approaches available. in-toto [50, 112]

proposes a framework, whereby one can specify how and by

whom a software artifact can be built and integrated from

its source to its final form. Atlas [106] proposes a lifecycle

management system for ML datasets and models, employing

TEEs to record various training parameters and operations.

While these efforts provide auditable trails for artifacts, they

require asset transparency (e.g., code, datasets, training pa-

rameters).CACTEE complements these efforts by producing

third-party verifiable certificates for confidential assets.

Hardware-rooted proofs. PraaS [2] allows generation of

verifiable proofs of properties for datasets. Laminator [27]

provides a system for verifiable model cards for some prop-

erties. Both systems use Intel SGX [55]; thus, have scalability

issues due to memory limits and lack of GPU support, limit-

ing their use to small datasets and models. SLSA [102] gives

adoptable guidelines for increasing supply chain security via

levels with increasing protections. Hardware-Attested Build

Environments [44, 71, 103] use secure hardware modules for

ensuring that a software artifact’s build process is not tam-

pered with. CACTEE generalizes this integrity protection

to also include confidential datasets and models.

Trustworthy collaborations. TEES have been also used in

creating confidential collaboration environments, like data

clean rooms [7, 68, 73]. CACTEE’s verifiable asset certifi-
cates can help facilitate such collaborations and give par-

ticipants confidence about their confidential assets of their

partners. Verifiable asset certificates can be also utilized as

part of the outputs to demonstrate that they were generated

inside such an environment.

8 Discussion & Future Work
We advocated that TEEs can help solve problems arising

from the conflict between transparency to improve trustwor-

thiness and confidentiality of assets, like datasets, MLmodels

and software. We presented CACTEE that provides third-

party verifiable certificates about persistent and ephemeral

properties that apply to multiple use cases, complement

transparency efforts and address compliance concerns, with-

out sacrificing the asset confidentiality. We also showed its

effectiveness with large-scale assets and computations. Our

code and examples are available as open-source [12].

We created a verifiable certificate for SBOM generation

to prevent tampering by the asset owner [66, 88]. As future

work, we plan to embed verifiable SBOMgeneration in CI/CD

pipelines. Asset certificates of listed packages can also be put

in SBOMs with SPDX [105] or CycloneDX [23] extensions.

Another line of future work is developing better ways of

capturing ephemeral geolocation and energy usage infor-

mation. For better geolocation information, compiling and

maintaining trustworthy latency measurement values as ref-

erence measurements between known locations may address

some of the limitations of our proof-of-concept approach.

While defining a formal mapping between legal require-

ments of regulations and TEE security guarantees of ver-

ifiable asset certificates is outside this paper’s scope, we

envision that the technical and cryptographic protections

TEEs offer can be utilized in the same line as expert wit-

nesses. Understanding and formalizing such a mapping is

also an avenue of future work.
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A Open Science
The code for CACTEE controller, property computation ser-

vice and clients as well as any scripts for service deployment,

certificate generation and certificate verification workflows

and automation tools are available as open-source [12]. The

certification examples, including all Property Computation

Code (PCC), the PCC testing environment, configuration files

and inputs as well as the generated asset certificates that can

be verified with our verification client are also available [12].

1. CACTEE controller: customized duet controller to

handle a single service with restricted API [1, 108].

The controller’s quote and signature on the output

of the Property Computation Service constitutes the

third-party verifiable certificate.

2. Property Computation Service: general service for

computing properties about confidential assets. The

third-party verifiable asset certificates include the out-

put of the Property Computation Service.

3. Property Computation Service tools: utility tools for

convenience (e.g., easy referring to HuggingFace [45]

datasets and models).

4. Asset Certification clients: clients used for deployment,

certificate generation and certificate verification.

5. Various build scripts: for containerization of the con-

troller using Gramine [41].

6. Various scripts: automation scripts using Asset Certi-

fication Clients for one-step actions for deployment,

certification and verification.

7. Property Computation Code (PCC) testing environ-

ment: locally used testing environment for PCC devel-

opment.

8. Asset Certification Examples: all PCC, configuration

files and inputs as well as generated asset certificates

(that can be verified with our verification client) used

in this paper.

https://doi.org/10.1109/ICCCN49398.2020.9209651
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